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A customer has options (and responsibility)

https://docs.microsoft.com/en-us/compliance/assurance/assurance-data-retention-deletion-and-destruction-overview



A customer has options (and responsibility) - 2

https://docs.microsoft.com/en-us/microsoft-365/enterprise/o365-data-locations?view=o365-worldwide



Statement

Teams uses SharePoint online

as underlying storage, management 

and collaboration platform



A customer has options (and responsibility) - 3

https://docs.microsoft.com/en-us/microsoftteams/retention-policies



Teams recordings

https://docs.microsoft.com/en-us/microsoftteams/cloud-recording



Changes –
in the wake 
of Schrems 

II



New 
Standard 
Contractual 
Clauses: 
Background

• Schrems II ruling & recommendations from the European Data 
Protection Board (EDPB): 

• - the SCCs remain a valid transfer mechanism 

• Supplementary measures might be needed in addition. 

• Microsoft implemented the New SCC on September 15, 2021.

• SCCs offered in conjunction with safeguards of existing 
supplementary measures



Supplementary Measures implemented by Microsoft

Microsoft views its commitments under the new SCCs, in conjunction with the safeguards Microsoft provides 
with existing supplementary measures and such additional supplementary measures as the Defending your 
Data protections, as helping ensure an adequate level of data protection. 

Microsoft’s Defending Your Data commitments, for example, fully aligns with the EDPB recommendations.  
Microsoft continuously evaluates what and when other measures may be appropriate in line with the 
recommendations.

Overview Deck of September 15th, 2021 Changes to the DPA (Internal Only)

Microsoft has already implemented several:
- technical, 
- organizational, and 
- contractual measures 

in line with those that the EDPB included in its recommendations.  

https://nam06.safelinks.protection.outlook.com/ap/p-59584e83/?url=https%3A%2F%2Fmicrosoft.sharepoint.com%2F%3Ap%3A%2Ft%2FM365Privacy%2FEUoDeI-vTYdFoF6NndeZNRoB8kZRT4QTu2QJesV3nHzvCA%3Fe%3D3tJFdh&data=04%7C01%7Cminna.frande%40microsoft.com%7C780a8be8e3fb433060a808d9787b0d36%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637673292164603706%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=jL00HBLKF4ggZ93Qk5gVMR3zxcq6ZnsDU7Czd%2B5o0o4%3D&reserved=0


Contractual 
commitments

• We do not provide any government with direct and 
unfettered access

• We do not provide any government with the ability to 
break encryption. 

• Microsoft does comply with applicable law. 

•

• Microsoft only responds to requests for specific 
accounts/identifiers.

• Microsoft does review every legal demand to ensure it 
is valid

2020 Microsoft Corporation. All rights reserved. 
The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation.  



Defending Your Data

First, we are committing that we will challenge every government request for 

public-sector or enterprise customers’ data—from any government—where 

there is a lawful basis for doing so. This strong commitment goes beyond the 

proposed recommendations of the European Data Protection Board.

Second, we will provide monetary compensation to these customers’ users if 

we disclose their data in response to a government request in violation of the 

EU’s GDPR. This commitment also exceeds the EDPB’s draft recommendations. 

It shows Microsoft is confident that we will protect our public sector and 

enterprise customers’ data and not expose it to inappropriate disclosure.

Microsoft was the first company to respond to the EDPB’s recommendations with new commitments that demonstrate the 
strength of our conviction to defend our customers’ data. These protections are called "Defending Your Data."

For more information, see the ”New Steps to Defend Your Data” blog post.

https://blogs.microsoft.com/on-the-issues/2020/11/19/defending-your-data-edpb-gdpr/


An EU Data Boundary 
for the Microsoft 

Cloud 

Announced on 6 May 
2021



An EU Data Boundary for the 
Microsoft Cloud

Data storage and processing:
• For all commercial and public-sector customers located in our 

new EU Data Boundary, Microsoft will store and process the 
customers’ personal data in the EU Data Boundary by the end 
of 2022, including diagnostic data, service-generated data 
and the data Microsoft uses to provide technical support

• This strengthens and extends our current commitments 
around data in transit and at rest

• This commitment will apply to each of our three main cloud 
services – Azure, Microsoft 365 (including Teams and 
OneDrive for Business) and Dynamics 365 (including Power 
Platform), as well as associated customer support operations

• There may be a small number of instances where a particular 
additional feature still requires the transfer of data outside 
the EU Data Boundary. We will provide customers choices over 
whether to enable those features

https://blogs.microsoft.com/eupolicy/2021/05/06/eu-data-boundary/

https://blogs.microsoft.com/eupolicy/2021/05/06/eu-data-boundary/
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