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Overview

* Belgian Data Protection Authority (APD - GBA)

e 1vyear of GDPR in Belgium

* Vision and strategy

Focus on SMEs




Important dates

27 April 2016 3 December 2017 25 May 2018 30 July 2018 24 April 2019

e GDPR e Belgian Act e GDPR entering e Belgian Act on ¢ Installation of the
establishing the DPA into force the protection of DPA
natural persons
with regard to
the processing of
personal data




1. The Belgian Data Protection Authority
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1. The Belgian Data Protection Authority
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First Line Office

receives the complaints and submissions sent to the DPA
can initiate a mediation procedure

promotes data protection among the public, with a specific focus on minors

promotes awareness among controllers and processors with regard to their
obligations

provides the data subject with information regarding the exercising of their rights




Inspection

|dentification of persons
Hearing
Written investigation
On-site inspection

Consult computer systems and copy of data

Seizure and sealing order




Litigation Chamber

The Litigation Chamber is the administrative dispute body of the Data
Protection Authority




General Secretariat
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Technological, social and economic observation

List of processing operations subject to a DPIA and opinions in
the context of consultations (art. 35 and 36 GDPR)

Codes of conduct: approval, definition of accreditation criteria
for supervisory bodies

Certification: definition of certification criteria and
accreditation criteria of the certification body

Approval of standard contractual clauses and BCR



General Secretariat

Human ressources

Legal service of the DPA
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Knowledge Centre

The Knowledge Centre shall issue, either on its own initiative or upon request:

Advice concerning any matter relating to the processing of personal data

Recommendations relating to social, economical and technological developments that
can impact on the processing of personal data
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2. One Year of GDPR...

G D PR IN NUMBERS

#HAPPYBIRTHDAYGDPR

Awareness of GDPR

Awareness of data protection authorities

Number of queries and complaints
to data protection authorities

The General Data Protection Regulation (GDPR)

Most common types of complaints

These are the types of actvities for which the most complants have
been made so far

Telemarketing Promotional Video survesllance:
ceT

e-mails cav

Number of data breach notifications

When personal data for which 2 company s responsdie © X

or unlawfully dsclosed, that company s cbliged to repor ata
breach to ther national data protection authority within 72 hours of
findng out about the breach

Commiission
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On the occasion of GDPR’s first anniversary
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ENFORCING THE RULES

Fines issued under the GDPR by data protection authorities




.. in Belgium

Since 25t May 2018,
the Belgian DPA has received :

6985 351 754 4397

requests for queries or data breach registered
information complaints notifications active DPOs

Update 18/6/19



3. Vision & strategy

Strategic plan 2020-2025: “Privacy becoming a reality”

* 3 sets of priorities:

Sectors
GDPR instruments
Societal challenges

e Risk-based

3 types of activities

Collaborating with partners




Risk-based

Criteria:
e # data subjects
e Categories of data
* Volumes of data (time)
* Vulnerability of data subjects




3 types of activities

1. Explanation of regulation (advice, interpretation,
recommendations...)

- First-Line & Knowledge Centre

2. Supervision and approval (codes of conduct, DPIA,
BCRs, standard clauses ...)

— General Secretariat
3. Enforcement (invesigation and sanctions)
—> Inspection Service & Litigation Chamber




Collaboration with partners

> National
Police & intelligence services
Telecom regulator (eg. cookies)
Competition regulator

> International:
European Union: EDPB — EDPS — bilateral
OECD
Council of Europe
ICDPPC
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Focus on SMEs

Action Plan for SMEs — results of the survey:

24 professional organisations replied, representing SMEs from all sectors;
Well acquainted with the GDPR and the Belgian DPA;

Very active in advising SMEs on the GDPR;

More than half know the vade-mecum for SMEs;

enhance its visibility and usefulness

Interest in the Codes of Conduct (CoC);

communicate about the procedures for CoC when ready

Major challenges for SMEs: keep a record of processing activities (‘register’), define
data storage periods, reply to the exercise of data subjects rights, notify a data
breach;

develop a mini-tool box for SMEEs = templates of a register and a privacy policy
review the data breach notification formulaire

enhance citizens’ awareness on their data subjects rights (on-going awareness
raising project for citizens)

Other challenges for SMEs: DPIA and relationship controller-processor
develop new compliance tools for SMEs: forthcoming project ‘BOOST’




New project for SMEs - ‘BOOST’

Start: Beginning of 2020
Consortium: Belgian DPA (leader), VUB, KU Leuven and University of Namur

Purpose: Boost Belgian SMEs' awareness of and compliance with the GDPR, with
special focus on three compliance themes:

The principle of transparency;

The Data Protection Impact Assessment (DPIA);

The concepts of “controller” and “processor”.

Major actions:

Lauch surveys for SMEs and organise workshops with professional organisations;
Develop a FAQs brochure for SMEs;

Develop 4 new advanced GDPR compliance tools for SMEs (incl. a software/app);
Organise free of charge seminars for SMEs;

Publish videos for SMEs;

Send newsletters for SMEs.

Expected results: an enhanced level of SMEs’ awareness of the GDPR and a
strengthened SMEs’ compliance with the GDPR.




Questions ?




